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MATTESON SCHOOL DISTRICT NO. 162 
STUDENT ACCEPTABLE USE POLICY FOR TECHNOLOGY 

INTRODUCTION 

Matteson School District No. 162 (the “District”) strives to provide its students with the 
instruction and tools they need to achieve their goals and excel in their endeavors.  Technology is 
a vital part of that objective and serves as a catalyst to facilitate learning and communication 
within the school community.  Toward this end, District personnel and students have access to 
computers, cell phones, video conferencing systems, cameras, the Internet, electronic mail 
services, interactive smart boards, Edline and other online technology services, collectively 
referred to as the District’s On Line Services (“OLS”).   

OLS enables instructional staff members to provide state of the art instruction, and to 
communicate and collaborate more effectively and efficiently with parents and colleagues, and 
produce technology-literate students.  OLS also enables other personnel (non-instructional staff 
members) to perform in a more efficient and productive manner.  The District recognizes the 
value of using OLS to improve student learning and to enhance the management and operation of 
its schools.   

The Internet is an electronic highway connecting thousands of computers all over the world and 
millions of individual subscribers.  Through the Internet, OLS users have access to:  1) worldwide 
electronic mail communication; 2) university library catalogs, the Library of Congress, ERIC, 
museums, and art galleries; 3) information and news from many sources; 4) science labs and other 
educational institutions; 5) public domain software and shareware of all types; 6) discussion groups 
on topics ranging from the value-oriented to the controversial; and 7) other information.   

Because the internet is an unregulated, global vehicle for communication, some websites contain 
inaccurate, offensive or controversial content.  Information available to the employees and students is 
impossible to control.  As a result, the District uses technology protection measures to block or 
filter access to visual depictions that are obscene, pornographic and harmful to minors, in 
accordance with the Children’s Internet Protection Act (“CIPA”).  The purpose of this Student 
Acceptable Use Policy for Technology (this “Policy”) is to prevent unauthorized access and 
other unlawful activities by OLS users, prevent unauthorized access to, or disclosure of, 
confidential or sensitive information, and to establish appropriate standards for the legal and 
ethical use of OLS for the educational and business purposes for which the District’s technology 
resources have been provided. 
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I. GENERAL PROVISIONS 

 

A. Technology Covered by this Policy: 

1. On Line Services.   

This Policy applies to the use of the following technologies, which are hereinafter collectively 
referred to as On Line Services (“OLS”): 

a. Network Related Equipment is the system of computers (including laptops and 
notebooks), terminals, servers, databases, routers, hubs, switches, and distance 
learning equipment comprising the District network.  These components may 
function in conjunction with established hardwire or wireless local area networks 
running over outside lines, such as T-1, BRI, PRI, VPN, dialup, and distance learning 
equipment owned or leased by the District. 
 

b. Distance Learning Equipment means the video conferencing and media 
management systems used for meetings, educational or professional courseware, 
training and workshops.  

 
c. Electronic Mail (“e-mail”) consists of all electronically transmitted information 

including any combinations of text, graphics, audio, pictorial, or other information 
created on or received by a computer application system, and includes transmission 
data, message text, and all attachments. 

 
d. Internet is a worldwide telecommunications system that provides connectivity for 

thousands of other smaller networks. 
 

e. Electronic Devices include, but are not limited to, cameras and cellular 
telecommunication devices, such as cellular phones, pagers, text communication 
pagers, two-way text pagers, and personal digital assistants that may or may not be 
physically connected to the network infrastructure. 

 
f. Student/Teacher Web Portals, Electronic Gradebook and Assignment Programs 

such as Edline, are systems that provide web hosting, content management, 
information portals, and tools for classroom management, notification, analytics, 
virtual storage and related technologies.  These systems are employed in the District 
for the publication of assignments, class policies, links to websites, tests and 
assignments, grades, due dates, and progress reports, designed for the purpose of 
allowing parents, guardians and students to log-in and review confidential student 
information online.  Some of the information made available through these systems, 
such as school and classroom web pages, do not require passwords and can be viewed 
by members of the general public.   
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2. District Equipment Provided For Use Away From District Property. This Policy applies to 
District equipment that has been provided to individuals for use away from District property.  

3. Student Computers and Electronic Devices (as defined in paragraph I(A)(1)(e) above).  This 
Policy also applies to non-District electronic devices owned or operated by students when 
such devices are connected to OLS, are used on District property or at District-sponsored 
events, or are used to communicate with or about District students, Employees (as hereinafter 
defined), board members, consultants, volunteers, agents, contractors and subcontractors. 

B. OLS Access and Individuals Covered by this Policy: 

Access to OLS shall be granted, and this Policy shall apply, to the following: 

1. Instructional, administrative and other employees (including part-time and seasonal), 
board members, unpaid District representatives, and school aids and volunteers who have 
been authorized to use OLS, who have signed the Employee Acceptable Use Policy 
Agreement and whose access rights have not been suspended or terminated 
(collectively to hereinafter as  “Employees”); and  

2. Students who use OLS under the supervision of a sponsoring educator (e.g., teacher, 
librarian, etc.) and/or in certain circumstances, a parent or legal guardian, and whose 
parent or legal guardian has signed the Application and Consent Forms attached to 
the Student Acceptable Use Policy for Technology (“Student Acceptable Use 
Policy”) and whose access rights have not been suspended or terminated. 

C. Sponsors of Student Users:   

The Board expects that sponsoring educators and instructional staff members will provide 
guidance and instruction to students on the appropriate use of District technology resources.  
These sponsors are responsible for: 

1. Teaching proper techniques and standards for safe, responsible and ethical use of OLS; 

2. Guiding students to age-appropriate and content-appropriate websites; 

3. Helping students understand the Student Acceptable Use Policy and assuring that students 
understand that if they misuse the network, they will lose their privileges;  

4. Closely monitoring students’ use of OLS to assure that it conforms to the Student 
Acceptable Use Policy and to the mission and goals of the District;   

5. Making reasonable efforts to become familiar with the Internet and its use so that 
effective monitoring, instruction and assistance may be achieved;   

6. Intervening if the students are using OLS inappropriately; and 
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7. Limiting access to OLS for students who do not follow the Student Acceptable Use 
Policy.  

Sponsoring educators and instructional staff members should not post any student work to 
the Internet without parent/guardian permission.  

 

II. TERMS AND CONDITIONS FOR OLS USE 

A. User Conduct: 

1. Network Etiquette.  Adherence to generally accepted rules of network etiquette and 
decorum is expected from all students when using OLS.  This means that students are 
expected to be polite, use appropriate language, not disrupt service to other users, and  
keep personal information (e.g., passwords, logins, social security, addresses) of others 
confidential.    

2. Compliance with Board and District Policies and Department of Technology Rules and 
Instructions.  All materials, resources and information retrieved, posted, viewed or 
transmitted while using OLS shall be in accordance with this Policy and consistent with other 
Board of Education and District rules and guidelines.  Students shall comply with all rules, 
instructions and virus alerts issued by the Department of Technology.   

B. Acceptable Uses:   

It is the general policy of the District that OLS is to be used in a responsible, efficient, ethical, 
considerate and legal manner in accordance with the mission of the District and the purposes of 
the assignment.   

Students may use OLS solely in support and furtherance of educational activities in a manner 
that is consistent with the mission and objectives of the District, including but not limited to, 
the following: 

1. Research that is consistent with the District’s educational objectives; 

2. Participate in activities that are related to school curriculum and co-curricular activities 
sponsored by the District; and 

3. To communicate with other students and school personnel about school work and 
activities. 

C. Unacceptable Uses: 

1. Criminal Activities.  
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Students may not use OLS to commit a crime or in furtherance of any criminal activity, including, 
but not limited to:  (a) gang activity; (b) threatening the physical safety of another person; (c) 
selling or purchasing illegal items or substances; and (d) planning or committing terrorist acts.   

2. Intellectual Property Violations.   

The term “intellectual property” refers to legal property rights regarding an idea, invention or 
process (e.g. a literary or musical work, a scientific invention, corporate logo, etc.).  Students 
may not use OLS to violate intellectual property laws, including, but not limited to:    

a. Downloading, copying or otherwise duplicating and/or distributing copyrighted materials 
without the specific written permission of the copyright owner (except when the 
duplication and/or distribution of materials for educational purposes is permitted, because 
it falls within the Fair Use Doctrine of the United States Copyright Law (Title 17, USC));   

b. Committing patent infringement;  
c. Copying, sending, or receiving commercial software in violation of license agreements; or  
d. Plagiarizing materials.  

3. Violation of Applicable Privacy Laws.  Students may not use OLS to violate federal or state 
statutes regarding the protection of employee or student privacy, or the confidentiality of 
employee or student records.  Specifically, OLS may not be used in a manner that 
violates the Illinois Student Records Act (105 ILCS 10/1 et seq.), which statute governs 
students' rights to privacy and the confidential maintenance of certain information 
including, but not limited to, a student's grades and test scores is prohibited. 

4. Other federal, state and local laws.  Students may not use OLS to engage in any conduct 
that violates any federal, state or local statutes or regulations. 

5. Accessing or Transmitting Obscene or Pornographic Materials.  Students may not 
engage in the following activities:  (a) accessing, posting, viewing, downloading or 
otherwise receiving or transmitting obscene, pornographic or sexually explicit material; or (b) 
accessing pornographic sites or chat groups.  A student who accidentally connects to such a 
site should immediately disconnect from the site. 

6. Discrimination, Harassment or Cyber Bullying.  OLS may not be used for any of the 
following purposes:   

a. Sending, receiving, or posting messages that make discriminatory remarks based on 
race, gender, color, religion, ethnic or national origin, political beliefs, marital status, 
age, sexual orientation, social and family background, linguistic preference, or 
disability;   

b. Transmitting  hate mail or sexually harassing messages;   
c. Engaging in other antisocial behaviors while using OLS that are based on race, 

gender, color, religion, ethnic or national origin, political beliefs, marital status, age, 
sexual orientation, social and family background, linguistic preference, or disability;    
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d. Using OLS to incite violence, cause personal harm or bodily injury, or to harass, threaten, 
or “stalk” another individual;  

e. Repeatedly sending offensive, rude or insulting messages;  
f. Engaging in online fights or disputes using vulgar or offensive language;  
g. The conduct described above, or any conduct that has the effect of: 

 
(i) Physically, emotionally or mentally harming an Employee or student; 

(ii) Placing an Employee or student in reasonable fear of physical, emotional or 
mental harm; 

(iii) Placing an Employee or student in reasonable fear of damage to or loss of 
personal property; or 

(iv) Creating an intimidating or hostile environment that substantially interferes 
with teaching, student learning or the educational and business objectives of 
the District. 

 
All forms of discrimination, harassment and cyber bullying are unacceptable, and to the 
extent that such actions are disruptive of the educational process of the District, offenders 
shall be subject to appropriate disciplinary action.  

 
The term “cyber bullying” shall not be interpreted to infringe upon an Employee’s or 
student’s right to engage in legally protected speech or conduct. 

 
7. Vandalism or Unauthorized Access.  Students may not vandalize OLS by taking actions 

that harm or destroy data of another student or OLS or that intentionally compromise the 
security of OLS.  This includes, but is not limited to: 

a. Tampering with, changing or vandalizing the data or files of others; 
b. Developing or intentionally transmitting computer viruses or other programs that 

infiltrate and damage computers or computing systems and/or damage software 
components; 

c. Misusing hardware or software in any way, including degrading or disrupting 
equipment or system performance; 

d. Modifying hardware or software without written approval of the Director of 
Technology; 

e. Using OLS to modify files belonging to the District or other students; or 
f. Using OLS to access files that are dangerous to the integrity of the network.   
 

8. Attempting to By-Pass Content Filters or Security Measures.  Students are prohibited from 
engaging in any activities to circumvent protective measures implemented by the District, 
including, but not limited to, the following: 

a. Encrypting communications to avoid security monitoring; or 
b. Bypassing the District content filtering system without authorization.  The District 

has procedures in place to evaluate requests to block or unblock sites or applications. 
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9. Assuming a False Online Identity.  Students may not use OLS anonymously or to 
misrepresent themselves as other people.  This includes sending messages under an assumed 
name or modified email address with the intent to obscure the message or the identity of the 
sender or posting anonymous messages.   

10. Unauthorized Access to Information.  Students may not use OLS to gain unauthorized access 
to confidential information.  A violation of this provisions shall include, but is not limited to, 
the following activities:   

a. Intentionally seeking and/or obtaining data or passwords belonging to others;   
b. Using a student or Employee account; 
c. Accessing confidential information relating to students or Employees;  
d. Downloading confidential information that does not belong to the student; or 
e. Accessing files, resources, entities or computer systems which the student is not 

authorized to access. 
 

11. Unauthorized Disclosure of Information.   

a. Emailing or posting private, personal communications for view by others without the 
author's consent;  

b. Disclosing or disseminating any identifying or private information regarding any minor 
without prior written authorization from the minor’s parent or legal guardian; or 

c. Giving out personal information about any other student or any Employee, such as his or 
her home address and phone number. 
 

12. Commercial Purposes.  Students may not use OLS for personal financial or commercial 
gain, such as selling or purchasing products or services unrelated to school work or 
activities.  

13. Personal Purposes.  OLS may be used only for school work and educational activities 
and may not be used by students for personal business, interests or purposes.  Activities 
covered by this provision include, but are not limited to:    
 
a. Shopping; 
b. Instant messaging;  
c. Playing of Internet games;  
d. Listening to music and audio files; 
e. Accessing social networking websites such as Facebook, Myspace, Xanga or Twitter;  
f. Downloading entertainment software or other files not related to the mission and 

objectives of the District for transfer to a student’s home computer, personal 
computer, or other media; or 

g. Any and all other activities unrelated to the District or the District’s mission or objectives.  
 

14. Violation of Generally Accepted Rules of Etiquette and Decorum.  OLS may not be 
used in a manner that violates the rules of common sense or etiquette.  This includes, but 
is not limited to: (a) using profanity, obscenity, or other language that may be offensive to 
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Employees or other students;  (b) writing or sending abusive messages to others; (c)  using 
OLS in a way that disrupts the use of the network by other students or Employees (e.g. 
downloading huge files during prime time; sending mass e-mail messages, etc.); or (e) 
communicating, repeating, conveying, or assessing any information which is indecent, 
defamatory, likely to constitute harassment, likely to cause disruption in the schools, or is 
otherwise inconsistent with the District's curriculum and educational mission. 

 
15. Unauthorized Online Subscriptions.  Students may not subscribe to any mailing lists, 

bulletin boards, chat groups and other on-line services, unless such activities have been 
authorized by the Superintendent or his/her designee.   
 

D. Off-Campus Misconduct:   

Students may be disciplined for misusing technology (e.g., Internet, cell phones, personal digital 
assistants, etc.) off-campus in a manner that is reasonably likely to cause a disruption in school.  
Misconduct under this section includes, but is not limited to: 

1. Communications that could be reasonably perceived as a threat; 
2. Statements intended to communicate a threat of an unlawful violent act; or 
3. Any actions described as “Unacceptable Uses” in this Policy (at pages 4 to 8). 

 
 
 

III. SECURITY 

A. Passwords:   

Students will be given individual, password-protected accounts.  Student accounts shall only 
be used by the authorized account-holder for authorized purposes.  Each student will be 
responsible for activity performed using his or her password.  Students are not permitted to 
share their passwords with others.   

Student passwords should be changed frequently, at such intervals as suggested or directed by the 
Director of Technology, or his or her designee.  If a student becomes aware that someone else 
has learned his or her password, he or she shall change the password immediately.  Similarly, 
students should immediately contact their school’s Network Administrator if they discover or 
have reason to believe that someone has obtained unauthorized access to their account.   

All password changes should be promptly reported to the system administrator.   
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B. Account Inactivity: 

Students shall log out of their accounts when they are finished using OLS.  

 

C. Security Problems: 

Students should immediately notify the system administrator if they discover a security 
problem regarding OLS. 

 

IV. NO RIGHT TO PRIVACY; DISTRICT MONITORING AND 
INVESTIGATIONS 

The District owns or leases all access relating to all OLS hardware and software systems.  Therefore, 
Students have no expectation of privacy in the contents of their personal files and records of their 
online activity while using OLS.   The District will monitor students’ OLS activities.  The District 
reserves the right to log OLS use and to monitor fileserver space utilization by students.  The District 
also reserves the right to employ and review the result of software that searches, monitors, and/or 
identifies potential violations of this Policy.  All communications received by the system may be 
scanned for viruses or offensive material.  Such monitoring may lead to discovery that the student 
has violated or may be violating this Policy or the law.  Notice is hereby given that there are no 
facilities provided by this system for sending or receiving private or confidential e-mails.  
System administrators have access to all e-mails and will monitor messages.  Messages relating 
to or in support of illegal activities will be reported to the appropriate authorities.  Mailing list 
subscriptions will be monitored and maintained, and files will be deleted from the personal mail 
directories to avoid excess use of fileserver hard-disk space.   

Students should be aware that their personal files and e-mails become official records of the district 
which may not be destroyed, and which may be discoverable in court and administrative proceedings 
and in accordance with public records laws.  No student should use OLS to receive and/or 
communicate information that the student would not communicate in person, or that he or she would 
not want to be published by a newspaper.   

The District reserves the right to remove, temporarily or permanently, a student’s account on the 
network to prevent unauthorized activity.  The District shall take reasonable steps to investigate and 
collect evidence of unauthorized activity or misconduct, and is authorized to download, print and 
copy online postings, emails, text messages, or such other material as deemed necessary or 
appropriate to protect Employees and students and ensure the proper use of OLS.  
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V. REPORTING POLICY VIOLATIONS 

Students shall promptly report any and all violations of this Policy by students or colleagues to 
the system administrator.  If a student is uncertain about whether a particular use is acceptable or 
appropriate, he or she should consult this Policy and/or speak with the system administrator or 
other appropriate District personnel.   

 

VI. DISCIPLINE 

Students shall comply with this Policy and cooperate with any District investigation regarding OLS 
use or potential incidences of Policy violations.  Cooperation shall include promptly delivering to the 
Superintendent, copies of emails, texts, photos and documents posted on the Internet, or such other 
materials as may be reasonably requested.  The failure to comply with this Policy or cooperate in an 
investigation may result in student discipline, including, without limitation, potential exclusion from 
OLS access, confiscation of computers (including laptops and notebooks) and Electronic Devices (as 
defined in Section 1(e) of this Policy), suspension or expulsion.  Criminal conduct shall be referred to 
law enforcement authorities.   

   

VII. DISCLAIMER 

The District makes no warranties of any kind, express or implied, that the functions or the 
services provided by or through OLS will be error-free or without defect.  The District will not 
be responsible for any damage or losses students may suffer, including but not limited to, loss of 
data, damage to personal property, or interruptions of service, or for any claim for negligence in 
connection with the operation of OLS. 

The District will make a good faith effort to keep OLS and its available information accurate.  
However, students acknowledge that there is no warranty of any kind, either express or implied, 
regarding the accuracy, quality, or validity of any of the data or information available.  
Therefore, the District is not responsible for the accuracy or quality of the information obtained 
through or stored in the system.  All students should consider the source of any information they 
obtain as well as the validity of that information.  The District will not be responsible for 
financial obligations arising from a student’s unauthorized use of OLS.  

 It is the responsibility of all District employees to read, understand and follow this Policy.  In 
addition, employees are expected to exercise reasonable judgment in interpreting these 
guidelines and in making decisions about the appropriate use of District resources.  Any person 
with questions regarding the application or meaning of these guidelines should seek clarification 
from the system administrator or his/her supervisor or the Superintendent.   
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ADOPTED:  September 22, 2009 MATTESON SCHOOL DISTRICT NO. 162 
 



	  

	  

MATTESON SCHOOL DISTRICT NO. 162  
 

APPLICATION FOR NETWORK ACCESS 

 

Your child   _______     has been recommended by faculty 

advisor        , for network access. 

We have read and discussed the Student Acceptable Use Policy for Technology, [the Rules and 
Code of Ethics for Matteson Elementary School District 162 Computer Users as well as the 
letter to parents/guardians on Authorization for Network Access] with our child and request 
that he/she be permitted network access. 

Check those items you read. 

 Use of On Line Services (OLS) - Student policy ____ 

 Letter to Parents/Guardians 

 Rules and Code of Ethics for Matteson Elementary School District 162 Computer Users 

 Do not want network access 

 

Student's Signature             

Student’s Name (Printed) _________________________________________________________ 

Grade     ___  ______ 

 

Parent's/Guardian's Signature           

Parent’s/Guardian’s Name (Printed) _________________________________________________ 

 

Date        
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PARENTAL CONSENT FORM TO POST STUDENT WORK PRODUCT 
 

I hereby give permission to display the product of ________________________ (the 

“Student”) on school bulletin boards, monitors, projectors and websites owned, operated or 

sponsored by the Matteson School District No. 162 (the “District”).  This consent covers the 

Student’s academic, athletic, musical and/or art work (“Student Work Product”) 

 

I understand that the Student Work Product will be viewed by members of the District 

community, as well as individuals who are not members of the District community who visit the 

student’s school, the District and/or websites owned, operated or sponsored by the District.   

 

I understand that I have the right to withhold consent to display any or all Student Work 

Product and that by signing this form I am consenting to a general release of Student Work 

Product as provided above.  I will provide written notice to the District if (a) I want to limit my 

consent to designated Student Work Product or portions thereof, or (b) I want to withdraw 

consent.  I will provide such written notice to the Student’s teacher or principal.   

 

I also understand that I have the right, pursuant to section 5 of the Illinois School Student 

Records Act (105 ILCS § 10/5), to inspect and copy Student Work Product, and that I have the 

right to challenge the accuracy, relevance or propriety of Student Work Product pursuant to 

section 7 of the Illinois School Student Records Act (105 ILCS § 10/5).   

 

Parent’s/Guardian’s Signature:  ____________________________ 

Parent’s/Guardian’s Name (Printed):  ____________________________ 

School Attended by the Student:  ____________________________ 

Date:      ____________________________ 
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PARENTAL/GUARDIAN NOTIFICATION OF STUDENT 
DISCINPLINARY ACTION DUE TO MISUSE OF TECHNOLOGY 

 

Abusive use of District computers or peripheral equipment, violating rules of computer etiquette, 
vandalizing or disrupting equipment or the data of another user are some unacceptable behaviors. 
These and other unacceptable uses of the computer are listed in school board policy ____. 

 

Your child       has been disciplined for misusing District 

computers. The policy violation and the associated disciplinary action are described below. 

 

[INSERT DESCRIPTION OF  

 

Teacher          

Administrator          

Date           
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