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MATTESON SCHOOL DISTRICT 162  
STUDENT SAFETY AND USE POLICY FOR INTERNET AND TECHOLOGY 

 
I. PREAMBLE 

MATTESON SCHOOLDISTRICT 162 (the “District”) provides its students with Computer 
Resources (as defined in Section II below) and access to the District Network (as defined in 
Section II below).  Technology provided by the District is to be used solely for the educational 
purposes for which the resources are provided, and must be used in a safe, ethical, responsible, 
and legal manner at all times.  Use of the District Network and Computer Resources is a 
privilege, not a right, which is provided to help students meet their educational objectives and to 
achieve their full academic potential.   

This Policy replaces all prior policies on student use of District technology and Internet safety 
adopted by the Board of Education of the District (the “Board”).  The Board has adopted this 
Student Safety and Use Policy for Internet and Technology (this “Policy”) in order to (a) 
establish procedures and standards for the acceptable use of the District Network and Computer 
Resources, (b) avoid unauthorized and unlawful use of the District Network and Computer 
Resources and (c) comply with the Children’s Internet Protection Act (“CIPA”), Protecting 
Children in the 21st Century Act, and Federal Communications Commission Order DA 11-125.  
This Policy applies to situations when (a) the District Network or Computer Resources are used 
on District property or through Remote Access (as defined in Section II hereof) and (b) Personal 
Devices (as defined in Section II of this Policy) are connected to the District Network or 
Computer Resources for school or educational purposes on or off District property.   
 
Notwithstanding any provisions of this Policy to the contrary, the District reserves the right to 
suspend or revoke student access to the District Network or Computer Resources if the District 
determines that doing so is necessary or appropriate to protect the District’s students, employees, 
contractors, representatives, or agents, or to protect District property.   
 

II. DEFINITIONS 

“Computer Resources” refers to all existing and future technologies, whether stationary or 
portable, used to conduct the day-to-day business of the District, including but not limited to, 
components, disk space, storage devices, system memory, servers, telecommunication devices, 
computers, hand held devices, printers, scanners, facsimile machines and copiers, owned or 
leased by the District. 

“District Network” refers to the existing and future infrastructure used to transmit, store and 
review data over an electronic medium and includes, but is not limited to, the District email 
system(s), collaboration systems (e.g. calendaring, message/conference boards, blogs, text 
chat/instant messaging, video conferencing, websites and podcasting), switches, routers, cabling, 
wireless devices, Internet services, databases and information systems owned or leased by the 
District. 

“Personal Devices” refer to existing and future devices that are personally owned by students 
when used for school or educational purposes on or off District property.  Examples of Personal 
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Devices include, but are not limited to, personal data assistants (PDAs), laptops, notebooks, 
tablets, IPads and cell phones. 

“Remote Access” refers to access from a location outside of the District Network to portions of 
District Network or Computer Resources that are subject to authorized access credential 
requirements. 
 

III. OWNERSHIP AND PRIVACY 

A. District Property  

All documents, data and information created, stored, transmitted and processed on the District 
Network or using Computer Resources are and shall remain at all times, the property of the 
District and shall be subject to search, modification, copying, disclosure and/or deletion by the 
District at any time and for any reason, without prior notice or consent.  The ownership rights of 
the District shall remain in full force and effect after such time as students are no longer enrolled 
in school in the District.  Students shall be responsible for ensuring that their access to and use of 
any and all such documents, data and information is in compliance with the terms of this Policy. 

B. No Expectation of Privacy  

However, students authorized to use the District Network and/or Computer Resources shall have 
no expectation of privacy with regard to their schoolwork, emails, Internet usage and files (1) 
may be viewed, copied, transmitted and disclosed in any District investigation into alleged 
violations of this Policy and (2) are discoverable in court, administrative proceedings and in 
accordance with public records laws.  In addition, the District may monitor and audit student use 
of the District Network and Computer Resources for inappropriate or unlawful activity, and 
expressly reserves the right, without prior notice or consent, to: (1) access and make changes to 
the District Network and/or Computer Resources to address security threats or Policy violations, 
(2) deny or terminate student access to the District Network or Computer Resources to address 
security concerns or Policy violations, (3) discipline students in accordance with the Uniform 
Student Disciplinary Code, (4) access, search, read, inspect, copy, monitor, log or otherwise use 
data and information stored, transmitted and processed on the District Network or Computer 
Resources, and (5) report any illegal activities to appropriate law enforcement authorities.   
 

IV. INTERNET SAFETY 

A.  Content Filtering 

In compliance with the Children's Internet Protection Act (CIPA), the District has implemented 
CISCO IronPort on all computers with Internet access as the content filtering mechanism to 
restrict access to Internet sites containing pornography, obscene depictions, or other materials 
harmful to minors.  A description of the content filtering solution is attached hereto as Appendix 
A.  The District reserves the right to implement a different filtering solution if the District 
determines that doing so is in its best interest.   

An administrator, supervisor, or other authorized person may disable the content filtering system 
for bona fide research or other lawful educational or business purposes, provided the person 
receives prior permission from the Chief Executive Officer or designee. 
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Notwithstanding the protective measures taken by the District to shield students from harmful 
material, no software is foolproof and there is still a risk users may be exposed to inappropriate 
material.  Nevertheless, the District shall continue taking reasonable measures to protect its 
students and minimize the risk of intentional or inadvertent student access to inappropriate or 
harmful material through the use of the District Network and Computer Resources.   

B. Monitoring and Supervision 

The District shall (1) monitor student online activities and access, search, read, inspect, review, 
copy, store, remove or delete student electronic communications or files to address violations of 
this Policy and (2) disclose, copy or transmit student documents, data and information as the 
District deems necessary or appropriate, in its sole discretion, or as required to enforce the 
requirements of this Policy or comply with court orders, subpoenas and interrogatories.  The 
District shall have the right to intercept email messages and similar communications such as 
Internet mail and other messaging services, for such business, legal or security purposes as the 
District, in its sole discretion, deems necessary or appropriate. 

C.  Education  

The District is committed to educating its students about Internet safety, including but not 
limited to, appropriate behavior while online, on social networking web sites and in chat rooms, 
and will provide students with instruction on cyberbullying awareness and appropriate responses 
and reporting.  This instruction may include Internet safety courses, software, hand-outs, one-on-
one counseling, or such other teaching methods as the District deems effective and appropriate.   

Transfer students shall be provided instruction and information about appropriate online 
behavior in such manner as deemed appropriate by the District.   

D.  Limitation of Liability  

The District has taken reasonable steps to protect students from access to harmful or 
inappropriate content on the Internet and shall not incur any liability resulting from the 
intentional or inadvertent misuse of the District Network or Computer Resources, or from a 
failure of the filtering software to screen harmful or inappropriate material. 
 

V. GENERAL PROVISIONS REGARDING USE 

A. Conditions for using the District Network and Computer Resources  

Students and their parents or guardians must sign written statements acknowledging receipt of 
this Policy and agreeing that students authorized to use the School Network and Computer 
Resources will comply with the terms and conditions hereof.  Such acknowledgment and 
agreement shall be in substantially the form of the Technology Use and Safety Agreement 
attached hereto as Appendix B, or in such other form as determined by the Superintendent.  
Copies of the signed agreements shall be retained by the District, and shall remain in full force 
and effect until such time as access privileges are revoked or the student is no longer enrolled in 
school in the District.   
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B. Acceptable Use  

The District Network and Computer Resources shall be used solely for District business and 
educational purposes; personal use, including incidental or de minimus use, is expressly 
prohibited. “Acceptable use” of the District Network and Computer Resources refers to those 
appropriate and lawful activities that promote the educational objectives of the District, including 
but not limited to, the following:  (a) educational development and collaboration, (b) academic 
achievement, and (c) communication between teachers, administrators, students and parents. 

C. Unacceptable Use  

No personal information, likeness or photos of any student may be posted on the Internet or 
otherwise published by the District without the prior written consent of the student’s parents or 
guardians, which consent shall be provided in the Technology Use and Safety Agreement 
attached hereto as Appendix B.  In addition, “unacceptable use” of the District Network and 
Computer Resources refers to activities that do not promote the educational objectives of the 
District and that, in the sole discretion of the District, lack legitimate educational content and/or 
purpose. Activities that constitute unacceptable use of the District Network and/or Computer 
Resources shall include, but not be limited to, any of the following activities not expressly 
approved or related to educational research, homework or school assignments: 

1. Violation of Laws.  Use of the District Network or Computer Resources for, or in support of, 
activities that violate any state, federal law, municipal ordinance or District policy such as 
selling drugs, purchasing alcohol or tobacco for a minor. 
 

2. Accessing Inappropriate Material.   Intentionally accessing, without authorization, uploading, 
downloading, viewing, storing or distributing any sexually explicit, profane or obscene 
material, or material that advocates illegal or violent acts, or promotes discrimination  (e.g., 
hate literature). 
 

3. Copyrighted Material. Using copyrighted materials (e.g. commercial software, music, sound 
files, movies, images) without permission of the copyright holder, in violation of state, 
federal or international copyright laws; provided however, the duplication and distribution of 
materials for educational purposes is permitted when such duplication and distribution falls 
within the Fair Use Doctrine of the United States Copyright Law (Title 17, USC) and content 
is cited appropriately. 

 
4. Unauthorized Software.  Using software in violation of license terms and conditions.   

 
5. Personal Injury. Use of the District Network or Computer Resources for, or in support of 

activities that cause harm to others, including but not limited to, the following: 
 

a. Threatening, harassing, making defamatory or false statements about others (this 
includes cyberbullying, hate mail, discriminatory jokes and remarks); 

b. Threatening the safety of a person; 
c. Advocating violence or harm to other people or discrimination towards other people 

(e.g., hate literature);  
d. Harassing or “stalking” another individual;  
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e. Using profane, obscene, abusive, lewd, vulgar, rude, inflammatory, libelous, 
threatening, disrespectful, or sexually explicit language; 

f. Using language that is generally deemed offensive to persons based on race, ethnic 
heritage, national origin, sex, sexual orientation, age, physical or mental illness or 
disability, marital status, religion or other characteristics that may be protected by 
applicable civil rights laws; 

g. Promoting or participating in a relationship with other students, children or adults 
which is not related to academics or school-sponsored extracurricular activities, 
unless authorized in advance in writing by the principal and the student’s 
parent/guardian (this includes student-teacher interaction (friending, etc.) on social 
networking sites);  

h. Contacting other students, children or adults using third party email regarding topics 
not school related; 

i. Using information posted, sent or stored online that could endanger others (e.g., bomb 
construction, drug manufacturing); or 

j. Uploading, posting, emailing, transmitting, or otherwise making available any content 
that could interfere with the educational process or is unlawful, dangerous, or may 
cause a security risk.   

 
6. Property Damage. Use of the District Network or Computer Resources for, or in support of 

activities that cause property damage, including but not limited to, the following: 
 
a. Hacking, cracking, vandalizing, the introduction of viruses, worms, Trojan Horses, 

time bombs as well as unpermitted changes (i.e., installing or modifying) to hardware, 
software and monitoring tools;  

b. Using authorized access to the District Network or Computer Resources to falsify, 
misreport, misrepresent, make unauthorized changes or deletions or otherwise tamper 
with District data; 

c. Entering, changing, moving or copying data in the District Network or Computer 
Resources when the user has no access or entry authorization rights.  Any entry, 
modification or deletion of District data by an unauthorized user is considered 
tampering and is prohibited; 

d. Entering false data into the District Network or Computer Resources; or 
e. Engaging in any other deliberate conduct that disrupts, obstructs, or burdens the 

resources of the District Network or Computer Resources. 
 

7. Network Security Violations. Failure to comply with policies and guidelines established by 
the IT Department, or use of the District Network or Computer Resources in a manner that 
jeopardizes or breaches security, facilitates unauthorized access or results in the disclosure of 
confidential, privileged or proprietary information.  Network security violations include, but 
are not limited to, the following:   
 

a. Gaining unauthorized access to the District Network or Computer Resources, 
attempting to log in through another person's account, access codes or network 
identification other than those assigned to the user; 
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b. Revealing personal information about themselves or about other persons including the 
logins, passwords, addresses, and telephone numbers of other users; 

c. Interfering with other users' ability to access their accounts; 
d. Attempting to subvert or bypass District Network security or restrictions, impair the 

functionality of the District Network or Computer Resources; or 
e. Revealing, publicizing, transmitting, using, or reproducing confidential or proprietary 

District information (e.g., financial information, staff or student data or records, 
access codes and passwords, etc.) without authorization or appropriate safeguards, 
including but not limited to, financial information, correspondence, reports, access 
codes, or staff or student information. 

 
8. Non-Educational Use.  Non-educational use of the District Network or Computer Resources 

is unacceptable. Unacceptable uses include, but are not limited to, the following: 
 

a. Social Media.  Participating in online games, social networking sites or in chat rooms; 
b. Commercial Use. (a) Selling or buying anything over the Internet for personal use or 

for personal financial gain or to make a profit (i.e. running an eBay business through 
the District Network), (b) using the District Network or Computer Resources to offer 
or provide goods, services, for product advertisements, promotions or unauthorized 
solicitations or (c) engaging in non-government related fundraising or public relations 
activities (i.e. solicitation for religious purposes); or 

c. Other Non-Educational Uses.  Promoting or participating in (1) wagering, gambling, 
junk mail, chain letters, jokes, raffles, anonymous email sites (2) religious activities 
or (3) political lobbying . 

9. General Misuse. Use of the District Network or Computer Resources for or in support of 
activities that undermine the safety of the District Network or Computer Resources is 
prohibited.  General misuse includes but is not limited to, the following:  
 

a. Unauthorized Access. Obtaining or accessing resources beyond those authorized to 
the user while on the District Network or Computer Resources. 

b. Identity Theft.  Impersonating any person living or dead, organization, business, or 
other entity while using the District Network or Computer Resources. 

c. Third-Party System Use. Using a third-party system to communicate when a similar 
system is otherwise available on the District Network or Computer Resources.   

d. Prohibited Activities.  Engaging in activities prohibited by this Policy, whether 
through the District Network or through another Internet Service Provider, when 
those activities are undertaken as part of the educational or extracurricular programs 
of the District. 

e. Third Party Systems.  To the extent that a particular system is not available on the 
District Network or Computer Resources, use of a third-party system is subject to 
written authorization by the District. If approved, such use is subject to the 
requirements of this Policy.   

f. Data Encryption.  Encrypting messages, files and records on the District Network or 
Computer Resources without the permission of appropriate administrative school 
authorities. 
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g. Statements about District Policy.  Making a statement of policy, either expressly or 
by implication, except for messages that quote policies, District Rules, procedures, 
documents published by the District, or other official sources.  

h. Violation of Use Terms. Violating the terms of use specified for a particular 
Computer Resource or District Network system. 
 

VI. EMAIL 

Acceptable email activities are those that conform to the purpose, goals, and mission of the 
District and to each student’s educational responsibilities.  Students shall have no right to privacy 
with regard to email.  In addition, District email may not be used for personal purposes.  Students 
are not allowed to use third party email systems (such as Yahoo or AOL) without permission.  
All email sent by students during the school day must be sent from District authorized email 
systems, with District authorized return addresses.  Students must exercise due care to ensure 
that email messages containing confidential information conform to the confidential transmission 
requirements noted herein and are transmitted only to their intended recipients. 

VII. REPORTING REQUIREMENTS 

Students shall immediately report to the District any actual or suspected security violations or 
any other violations under this Policy, including but not limited to, the following: 

a. Improper transmission of confidential information; 
b. Compromised passwords or access codes; 
c. Receipt of messages containing suspected virus content; 
d. Theft or loss of Computer Resources including portable devices; 
e. Inadvertent accesses to inappropriate material or receipt of inappropriate 

communication; 
f. Receipt of inappropriate spam, suspicious electronic messages (e.g., including 

suspected phishing messages, which are attempts to obtain personal information, such 
as credit card information or login credentials, or by masquerading as legitimate 
entities and misleading users); or 

g. Activity described in the Unacceptable Use section above as well as any other 
inappropriate use of the District Network or Computer Resources. 
 

VIII. VIOLATIONS AND ENFORCEMENT OF THIS POLICY 

Students who fail to comply with this Policy may be subjected to disciplinary action ranging 
from the temporary suspension or permanent revocation of Computer Resources and District 
Network access privileges, to suspension or expulsion from school.  Violations of certain 
provisions in this Policy may also subject students to civil and criminal liability according to 
applicable federal and state laws. Students may have the right to request reconsideration or 
appeal to the extent provided under any Board disciplinary policy or agreement. 

IX. LIMITATION OF LIABILITY 

The District shall not be not responsible for (1) any claims, losses, damages, costs, or other 
obligations arising from use of the District Network or Computer Resources, (2) unauthorized 
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financial obligations resulting from the use of the District Network or Computer Resources or (3) 
the accuracy or quality of the information obtained through user access to the District Network 
or Computer Resources.   

Any statement posted or communicated through the use of the District Network or Computer 
Resources shall be the individual viewpoint of the author and not that of the District or the Board. 

X.  AMENDMENTS 
 
This Policy may be amended or repealed by the District at any time, without prior notice. 
 

XI.  AUTHORITY OF THE SUPERINTENDENT 

The Board authorizes the Superintendent to prepare appropriate procedures for the 
implementation and enforcement of this Policy and to evaluate the effect of this Policy on 
instruction and student achievement and safety.   

LEGAL REFERENCE: Children’s Internet Protection Act of 2000 (“CIPA”), Pub. 
L. Non. 106-554, as amended 

Protecting Children in the 21st Century Act, Pub. L. No. 
110-385, Title II, 122 Stat. 4096 (2008), as amended 

Federal Communications Commission Order DA 11-125 
(2011) 

CROSS-REFERENCE: Replaces in entirety former Policy Nos. 5640 and 5641, 
originally adopted on December 19, 1995 

  
ADOPTED: __________, 2012 MATTESON SCHOOL DISTRICT 162  
     Richton Park, Illinois 
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APPENDIX A 

DESCRIPTION OF CISCO IRONPORT (Content Filtering) 

In compliance with the Children's Internet Protection Act (CIPA), the District has implemented 
CISCO IronPort on all Internet-enabled computers as their content filtering mechanism to restrict 
access to Internet sites containing pornography, obscene depictions, or other materials harmful to 
minors.  The software works by scanning for objectionable words or concepts, as determined by 
the District.  When the software identifies any such objectionable words or concepts, it denies 
the user access based on the level of access assigned to the word or concept.  Generally, levels of 
access go from the least restrictive level to the most restrictive level.   The least restrictive allows 
users access to the web site or document that contains the word or concept whereas the most 
restrictive level denies users access to the web site or document that contains the word or concept.  
Intermediate access levels between these two extremes neither automatically allow nor 
automatically deny access.  Instead, they prompt the software to perform a more thorough review 
of the web site or document to determine whether it is objectionable and the appropriate level of 
access (e.g., for high school students, the word or concept “breast” would fall into this 
intermediate level so a student who is doing research on breast cancer would be allowed access 
to web sites or documents related to “breasts” but a student looking for pornography would be 
denied access to pornography related to “breasts”).   

Additionally, CISCO IronPort gives administrators control of micro-applications on Facebook 
and Twitter, as well as many other popular platforms and streaming media.  It allows 
administrators to block or allow features such as chat, messaging, video and audio without 
blocking entire websites.  Using CISCO IronPort, administrators are able to set security policy, 
control applications usage, and easily view trends in their network with real-time web reporting 
and tracking.  Subject to staff supervision, technology protection measures may be disabled or, in 
the case of minors, minimized only for bona fide research or other lawful purposes.  

Notwithstanding the protective measures built into the content filtering solution, it is important to 
note that no software is foolproof, and there is still a risk that a user may be exposed to a site or 
message containing inappropriate materials.  
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APPENDIX B  

TECHNOLOGY USE AND INTERNET SAFETY AGREEMENT 
 
The undersigned acknowledges that he/she has read the District 162 Student Safety and Use 
Policy for Internet and Technology before signing this Technology Use and Safety Agreement.  
The signature(s) at the end of this document is (are) legally binding and indicate(s) the party 
(parties) who signed has (have) read the terms and condition of said policy carefully, 
understand(s) their significance and agree(s) to abide by all provisions of said policy. 
 

STUDENT 
 
I understand and will abide by the Student Safety and Use Policy for Internet and Technology 
governing the use of District 162’s technology resources and the Internet, and will comply with 
the terms of the policy.  District 162 will not be liable for lost, damaged or unavailable 
information due to technical or other difficulties, and is not responsible for what I do when using 
District 162 technology.  I understand that my access privileges may be suspended or revoked if 
I violate the policy, and that certain violations may constitute criminal offenses.  I also 
understand that I may be disciplined, or in some cases, may be subject to legal action or criminal 
prosecution for failing to comply with the policy.   
 
 
Student Name – Please Print  
 
Student Signature  
 
Date 
 

PARENT OR GUARDIAN 
If the applicant is under the age of 18, a parent/guardian signature is also required. 

 
As the parent/guardian of this student, I have read the District 162 Student Safety and Use Policy 
for Internet and Technology.  I understand that District 162’s computers and technology 
resources, as well as access to the Internet, must be used solely for educational purposes.   
 
I hereby give District 162 permission for my child to use school technology resources and the 
Internet for educational purposes and authorize District 162 to discipline my child in accordance 
with the Student Uniform Disciplinary Code, in the event he/she fails to comply with the policy.  
I also understand that certain violations of the policy may constitute criminal conduct, that 
Southland may report such violations to the appropriate authorities, and that my child or I may 
be subject to legal action or criminal prosecution. 
 
I recognize that it is impossible for District 162 to prevent access to controversial materials and I 
will not hold District 162 responsible for materials acquired on the network.  Additionally, I 
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accept full responsibility for my student's actions using District 162’s technology resources and 
the Internet in school as well as at other locations. 
 
I also give/deny my permission with regard to the publication of information pertaining to my 
child on the Internet by District 162, as follows:  

(Please check one of the following boxes) 

☐Option 1:  Identification of student work must be limited to first name and last initial or a 
confidential student code identifier.  Individual or group photographs without 
any student identification are permitted. 

☐Option 2: Identification of student work may contain full student name.  Individual or 
group photographs may contain student identification.   

☐	 Option 3:  No information, work or photographs of my child may be posted or published. 

 
 
Parent/Guardian Name - Please Print 
 
 
Parent/Guardian Signature 
 
 
Date 

 
 


